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Abstract

This report documents the first SOUPS Design-A-Thon, which was held on August 11, 2024,
and focused on Designing Effective and Accessible Approaches for Digital Product Cybersecurity
Education and Awareness. In total, eight individuals participated in the event, forming three
teams. The teams each selected a mock product based on a selection of five Product Data Cards
developed by the NIST team. Participants used the information on the Product Data Cards to
develop a strategy for cybersecurity education and awareness for the product. Teams were
successful in planning strategies that utilize novel techniques and sound best practices. From
the participant teams’ designs, the NIST team identified highlights and takeaways that are
further elaborated in this report.

Keywords

cybersecurity; Internet of Things; Design-A-Thon; usability; human factors; education and
awareness.

Audience

This report is primarily intended for students and researchers in the fields of loT cybersecurity
and usable security. The topics and discussion of this report may also be useful and interesting
to practitioners in these fields, but since the report contains initial findings from a small group
exercise, it is not intended as a specific recommendation or guideline for practice.
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1. Introduction

On August 11, 2024, National Institute of Standards and Technology (NIST) researchers
facilitated a Design-A-Thon titled Designing Effective and Accessible Approaches for Digital
Product Cybersecurity Education and Awareness which was hosted at the 2024 USENIX
Symposium on Usable Privacy and Security (SOUPS). The Design-A-Thon was organized by
Michael Fagan, Daniel Eliot, Barbara Cuthill, and Julie Haney with support from Kristina
Rigopoulos, all members of the NIST Information Technology Lab (ITL). Background on the
foundations for this project is provided in Section 2, while details about the planning and
execution of the Design-A-Thon are discussed in Section 3.

In total, eight conference attendees participated in the event, forming three teams. Each team
selected a mock product based on a selection of five Product Data Cards developed by the NIST
team. The Product Data Cards developed for the Design-A-Thon can be seen in Appendix B.
Participants used the information on the Product Data Cards to develop a strategy for
cybersecurity education and awareness for the product. The team’s designs and ideas are
documented in Section 4.

Teams were successful in planning strategies that utilize novel techniques and sound best
practices. From the participant teams’ designs, the NIST team identified highlights and
takeaways that are further elaborated in Section 5.
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2. Background

2.1. Digital Product Cybersecurity Education and Awareness

The NIST Internet of Things (loT) Cybersecurity Program has defined an loT cybersecurity
baseline for both technical capabilities and non-technical capabilities. Technical capabilities are
those provided by digital products using software and hardware, such as Over-The-Air software
update mechanisms or data encryption. Non-technical capabilities are those provided by
organizations in support of digital product cybersecurity. Cybersecurity education and
awareness is an example of a non-technical cybersecurity capability. The term “education and
awareness” is defined as “The ability for the manufacturer and/or supporting entity to create
awareness of and educate customers and others in the loT device ecosystem about
cybersecurity related information, considerations, features, etc. of the loT device.” [1] There
are many ways this capability can be implemented, but some examples include:

e Instructions in a printed user manual.

e How-to and other instructional videos available online.

e In-person training sessions or remote webinars.

e Information delivered via a product’s mobile application.

Cybersecurity education and awareness can provide critical support for the cybersecurity of
digital products. Notably, the capability can inform and educate users about other cybersecurity
capabilities, particularly technical capabilities. For example, cybersecurity education and
awareness can guide users on creating strong access control credentials and permissions for
products where such features are supported. Other information can be delivered using this
capability as well, such as expectations for use of the product and other cybersecurity
expectations, which can reduce the possibility of a risk being missed or otherwise unaddressed
when the product is deployed.

For more information about cybersecurity education and awareness, please see NIST
Internal/Interagency Reports 8259 [2], 82598 [1], 8425 [3], 8425A [4], and NIST Special
Publication 800-213A [5].

2.2. Human-Factors Considerations for Cybersecurity

Particular care should be taken with the messaging and presentation of consumer education
materials or users may not engage with or understand them. Users are more likely to read or
interact with educational materials that are visually appealing or in alternative formats
appropriate to the product (e.g., videos) [6]. Further, materials should be written in language
that is understandable to a wide range of users, typically written at no more than an 8th grade
reading level for adult users. Translations of education materials into common languages
spoken across the customer base should be provided, as is the practice for US federal agencies
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[7]. Additionally, materials should meet accessibility? standards and guidance (e.g., Americans
with Disabilities Act (ADA) and Section 508 of the Rehabilitation Act of 1973) to support users
with disabilities.

Since many users may not fully understand cybersecurity risks to their loT products, education
materials should clearly communicate the relevance of product cybersecurity features (what
the features do and why these are of importance) and what actions are expected of the users
(e.g., changing settings or physically safeguarding the product). Instructions for setting
cybersecurity preferences should be clear, simple, and achievable for those without
cybersecurity expertise. To support diverse users with different cybersecurity and technical
needs, skills, and interests, a layered approach for education materials may also be helpful; first
present basic information, then provide links to more detail for those who need or want it.

! In this report the term “accessibility” is used in the context of limiting or removing barriers for individuals with disabilities to use technology,
access information and services, and participate in society generally.
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3. Report from the Design-A-Thon

A “Design-A-Thon” is an interactive event where individuals or teams are given a design task to
work on within a given timeframe (generally several consecutive hours). It is closely related to
the concept and approach of a Hack-A-Thon but isn’t as focused on technical solutions or
coding. As such, Design-A-Thons can be a useful tool to bring inter-disciplinary thinking with the
aim of novel solutions to problems. NIST researchers planned the Design-A-Thon to target
cybersecurity education and awareness for digital products. Education and awareness of
cybersecurity draws on several disciplines, and the research like that published at SOUPS
captures many of the insights and approaches that can help develop effective strategies for
educating users and making them aware of cybersecurity related to the digital products they
use. The aim of this event was to encourage outside-the-box thinking around this topic and
leverage participants’ knowledge and expertise to develop ideas and strategies for informing
users of the digital products about the areas important to product lifecycle cybersecurity.

3.1. Before the Event

The event webpage was created to provide basic information to potential participants about
the event (e.g., goals, objectives, agenda) in the weeks leading up to SOUPS. Additionally, a Call
for Participants Flyer was also developed and used to provide additional information about the
Design-A-Thon to interested individuals. The Call for Participants was distributed by the SOUPS
organizers when promoting the program of workshops accepted to the conference, including
the Design-A-Thon. The Call for Participants Flyer can be found in Appendix A of this report.

The NIST team developed a series of Product Data Cards to support the Design-A-Thon. These
cards served as the prompts for teams to design approaches for cybersecurity education and
awareness related to the products described on the cards. Each of the Product Data Cards
featured a mock loT product and fictional information about the product, its development, and
supported cybersecurity. Each card contained the following information:

1. Name of the product and its manufacturer.

2. The target market of the product, what components comprise the product (e.g., mobile
app, backend), and where the product is acquired by customers.

3. The features of the product.

4. Information about the product’s lifecycle and cybersecurity support throughout the
lifecycle.

5. How data is protected and access is controlled.
6. How the product can be configured by customers and other users.
7. How the manufacturer can communicate with customers and other users.

Around these 7 topics, the NIST team created five unique Product Data Cards that teams could
choose from as a focus of their designs. The NIST team varied products by multiple aspects such
as functions, features, target market to provide distinct starting points for the teams and to
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explore how approaches to cybersecurity education and awareness may be similar or different
for products and audiences. All Product Data Cards created for this event can be found in
Appendix B.

3.2. Event Logistics

This event occurred at the Twentieth Symposium on Usable Privacy and Security held in
Philadelphia, Pennsylvania, on Sunday, August 11, 2024. A total of eight participants attended
the Design-A-Thon, forming three design teams. Team 1 had three team members, Team 2 had
two team members, and Team 3 had three team members. Participants were all college or
graduate student attendees of the SOUPS conference. Three NIST team members were present
to coordinate and run the event. Design teams mainly worked independently, but the NIST
team did provide an introductory presentation (the slides of this presentation are available in
Appendix C). This event was organized as follows:

1. The NIST team gave a brief introduction that defined cybersecurity education and
awareness and provided other background information for participants as well as
instructions for the Design-A-Thon.

2. Each design team selected their target product from the selection of Product Data
Cards.

3. Design teams brainstormed ideas and discussed potential approaches before a brief
check in with the NIST team after 30 minutes to ensure all teams were making progress.

4. Design teams developed and honed their ideas for about an hour before another brief
check-in with the NIST team.

5. Design teams finalized their ideas in the last hour.
6. Each design team presented their plan, including any examples and mock-ups.

Throughout the event, NIST team members were available to answer questions from the teams
and captured images, artifacts, and design progression notes. The following section details
artifacts from the Design-A-Thon from each of the design teams.
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4. Designs

This section describes each design team’s plan, as well as images, and other artifacts from the
Design-A-Thon.

4.1. Team 1

Team 1 selected the loT Children’s Toy as their product. The team designed around accessibility
for both parents and children. For example, they included a storybook-style manual and music-
based educational approaches for children. Figure 1 shows the mock-up the team created for
the cover of the storybook manual for children.

Fig. 1. Hand-drawn concept of the storybook manual for children.

The team identified that firmware updates are critical to the cybersecurity of a smart teddy
bear. Team participants also noted that privacy was also noted as a critical concern. The team
envisioned utilizing videos and physical manuals to communicate with customers and users.
They developed two manuals: one for parents and another for children, allowing for a more
targeted audience approach. The adult manual was detailed and focused on salient tips and
direct, easy access to resources. The child manual was designed around the idea that the child
could help drive cybersecurity and that the product could help teach good cyber hygiene. For
example, the eyes of the bear can glow red when an update is needed, prompting the child to
seek help, as the team describes in their mock-up of the story book in Fig. 2.
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My name is Teddy! We will sing and dance together!

Let's learn together and have fun!

| will also keep you safe, but | need your help!
Okay?

Ill be there to remind you to brush your teeth! When my eyes look shiny like stars, | need you
to please call your parents to visit me.

Fig. 2. Sample pages for the storybook manual for children.

The team also pitched a song that the bear could sing that is about and aimed to create
cybersecurity awareness. Figure 3 below shows the draft song the team developed.

P

Security Song:
¥'Once a week Teddy bear sings a security song

! Safety, safety, we must know,
Online rules help us as we grow.
When Teddy’s eyes are bright,
Shining like stars at night,

Call your parents to come and take a peek!

Passwords strong, we all must choose,
Never share them, that's the rule.
Teddy'’s here to help you stay,

Safe online every day.

Fig. 3. Cybersecurity-related song created for the toy’s cybersecurity education and awareness plan.
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4.2. Team 2

Team 2 selected the loT Security System as their product. They developed an app-based
approach that allowed for directed information accessibility for users. The app for the product
was identified as the primary portal for cybersecurity education and awareness. In the team’s
words:

“The SafeCo app should offer an intuitive, easy-to-navigate interface that makes managing your
home security simple. It includes a chat system for real-time cybersecurity support, along with
quick access to digital manuals and our website for additional resources. Should have a
customizable dashboard to stay updated with instant notifications to keep your systems
secure.”

[ 3

-~ | sareco. |
Smart, and =
Effective. ~

Key Features

Hello! @ | con assist with that.
1. Open the app and go to Settings.
2. Tap on Security and salect Two-Factor
Authentication.
3. Choose to recelve the code vio SMS or
an Authenticator opp.

Parfect, thank you very much.

Fig. 4. Mock-up of how cybersecurity education and awareness information could be delivered via the app.

The team also proposed a digital manual that is sent upon registration. This would include a
quick start manual, a single sheet of key information that presents a series of quick start
lessons. Links to more information and deeper materials would also be included. Figure 5 shows
the team’s mock-up for the quick start manual.
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reallygreatsite.com

Quickstart Guide

SafeCo System Introduction

Start here if you have just purchased SafeCo and are
a new member. Here we provide a quick introduction
on SafeCo and how SafeCo helps secure your home

SafeCo Setup and Usage

Learn how to set up your Safeco Home Security
System and connect your system to your mobile
application. We also walk you through how SafeCo
can be setup specifically to secure your home or

business

Important Features

Once you have setup SafeCo, we explain important
features you will need to understand to secure your
system. These include features both with your
SafeCo physical devices and mobile application.

Your Data Security

Come to this section to learn how SafeCo securely
stores your data. We also explain here how you can
our data and what are recommended
practices you should do to secure your data.

Technical Support

For any technical questions or general concerns or
issues, we provide multiple forms of communication
here for support. We also provide a chatbot through
both our mobile application and website if you have
specific questions

N

Fig. 5. Example of the quick start manual proposed to support the product.

The team also proposed a regular newsletter emailed to proactively engage users that will
contain information about cybersecurity. User reports of issues and questions can be used to
develop content for the newsletters. The newsletters will contain links to “beginner style”
information for system set up and usage. A sample newsletter created by the team is shown in

Fig. 6.
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4.3. Team 3

SAFECO
MONTHLY /

WWW.SAFECO.COM Sunday, August 11, 2024

ADT Monitor

SafeCo and ADT have
partnered to allow you to
monitor your home through
ADT Monitor

B egi n n e r Click below to view an

instructional video on setting

S etu p G u i d es up ADT Monitor with your

SafeCo mobile Application

Hello and thank you for becoming new
Safeco Members! We are excited that
you have decided to take action in
securing your home security through our
services!

In this newsletter, we provide you with
beginner setup guides for securely
setting up your SafeCo mobile
application with your Safeco Home
Security System.

Secure your home today!

o1/02

Fig. 6. An example of a cybersecurity-targeted newsletter proposed by the team.

Team 3 selected the loT Security System as their product. They developed a tailored and
gamified approach to delivering cybersecurity education and awareness information. Figure 7
highlights the product's expected users, dimensions, goals, and challenges the team envisioned
related to cybersecurity education and awareness for the product. They pointed out two key
dimensions to their plan: the various technical skill levels customers may have and how some
instances of the product will be managed by “sole operators” while others may be managed by

“distributed teams.”

10
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Fig. 7. Planning notes for Team 3’s cybersecurity education and awareness strategy.

Based on their two identified key dimensions, the team focused on understanding prospective
customers and how they may understand cybersecurity. Figure 8 shows a specific expected user
narrative that the team used to target their designs and understand the challenge of different
users.

—
Example User

P

Paes . L Name: Joe Carpenter
[ =Tl ' Age: 45 years old
il e | i Occupation: Skilled Carpenter with own workshop
¥ I Experience: Over 25 years in the carpentry trade
» Location: Lives in a small town in Vermant, USA
/ ]’ A l | Specialty: Expert in custom furniture design, cabinetry, and home re

s

H [

[ Personality: Friendly, hardwarking, and detail-oriented

Education: High schoal diploma; learned carpentry through apprenti
Hobbies: Woodwaorking, fishing, and gardening

Family: Married with two teenage children

Tools of Choice: Hand tools like chisels and planes, along with moder

\ 3 ?_. \ W M t00ls
) i, IT Experience: He knows how to create invoices on his computer, but
N . N

g N

e .
L Y

his printer, he has to call his friend. His friend anly knows the basics,

9 an aiutomatlc irrigation system with a Raspberry Pi, so Joe thinks he m
genius,

Fig. 8. A detailed user narrative was developed to hone cybersecurity education and awareness approaches.
(Note: cropping of text is due to framing of the source image)

11
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The planning and narratives culminated in a strategy for cybersecurity education and
awareness. The team compartmentalized the key information they hoped to communicate to
allow it to be divided and delivered to different users appropriately. They also incorporated
guiding and gamification elements to encourage users to engage with and pursue the
information. Fig. 9 and Fig. 10 depicts the team’s high-level implementation plan.

Fig. 9. The team’s mock-up of a guided and gamified approach that could be used to support cybersecurity
education and awareness.

The three panels in Fig. 9 capture the ideas the team had for a guided approach to delivering
cybersecurity education and awareness information based on how the product will be used and
by whom. The first panel in the figure asks in what environment the product will be used:
personal, workshop, or enterprise. The second panel asks the owner to rate their technical
expertise as either beginner, intermediate, or advanced. Finally, the last panel asks whether the
product will be used: only by the customer, by them with others, or by multiple users
independently. The team proposed that responses to these and similar questions could help
guide the customers and other users to the information most pertinent to them.

12
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Fig. 10. Mock-up of how answers to the guided questions will impact what customers see and how the content
will be gamified.

The team envisioned that the information about customers and users could also be used to
tailor the information delivered to customers and how it is gamified, as depicted in Fig. 10. In
this context, gamification would be mechanisms that encourage individuals to continue to
engage with the content through elements and approaches borrowed from games, such as
competition between individuals, feedback on progress, and reward systems for progress. For
example, for the loT security system product, the team proposed organizing cybersecurity
education and awareness information into levels, with the lowest level having the most
accessible content and higher levels having more information of potentially increasing
complexity. Customers and users would be introduced to the lowest level appropriate for them
and encouraged to progress to higher levels, thus “leveling up” as in a game.

13
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5. Discussion

This section presents observations and takeaways from the event and teams’ designs that were
generated after the event and can inform future research and standardization efforts.

All three teams identified different approaches in their plans, showing the wide range of tools
and concepts that can be used for cybersecurity education and awareness for loT products. As
teams discussed and identified their plans, they found that standardization of available
approaches and selection of appropriate approaches could help increase the speed of material
development. All teams deeply considered the expected customers of each product to ensure
awareness and education approaches were adequately tailored. Teams indicated that any
standardization effort should similarly be human-centric and consider the spectrum of potential
users of a given application or product. Unlike some areas of cybersecurity (e.g., encryption)
which require limited human interaction, particularly with users, education and awareness
addresses the human-in-the-loop and so depends, in large part, on human-factors for efficacy.

All three teams specifically considered how their designs could be “easiest” for users to use,
understand, and be most accessible. Teams 1 and 3 incorporated gamification and other
interactive elements to encourage users to pursue cybersecurity topics. For example, Team 3
attempted to gamify the pursuit of cybersecurity knowledge relative to the product by building
out “levels” of concepts that build upon each other so that users could “level up” at their pace.
Understanding and encouraging cybersecurity engagement has been a focus of research for the
SOUPS community [8][9][10][11][12][13], and so the teams brought the insights from that
research to the practical tasks of the Design-A-Thon.

The contextual nature of cybersecurity education and awareness approaches was apparent
when two teams (i.e., Teams 2 and 3) selected the same product but developed different
approaches and focused on different aspects of the design. Teams 2 and 3 homed in on
different information that may be useful at different times during the product’s lifecycle. In one
case, Team 2 focused on ensuring information was at users’ fingertips, particularly when
support was needed. In the other case, Team 3 considered how individuals could be
encouraged to engage on cybersecurity education and awareness outside of times they needed
support, landing on gamification elements. Research shows that gamification of cybersecurity
education and awareness can drive engagement for individuals around the subject [14], but for
loT products, gamification elements should not get in the way when users need support or
specific information. In general, the divergence in focus between Teams 2 and 3 highlights the
breadth of considerations to be made in designing these solutions, which can be a challenge for
manufacturers and others to address when developing a product.

Many roadblocks can exist for manufacturers and other developing approaches for
cybersecurity education and awareness related to loT products, such as not realizing the
breadth of variables and aspects to consider, underestimating the time to consider and develop
effective solutions, and not knowing or having the ability to implement the most effective
solution for all cases. Marketing and other aspects of the product development lifecycle can
impact what are the best or most applicable approaches for cybersecurity education and
awareness. Products and manufacturers may have access to unigue communication channels
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that can be useful for cybersecurity communication (e.g., a mobile application). Manufacturers
may have a design language or customer interaction approach developed independently of the
product, intended to be used by the entire organization that may impact the approach to
cybersecurity education and awareness. There may be an opportunity for additional research
and future standardization efforts that explore and document these considerations while also
linking them with existing and novel approaches for loT product cybersecurity education and
awareness.

Cybersecurity for consumer products could be driven by the upcoming United States Cyber
Trust Mark [15], the European Union’s Cyber Resilience Act [16], and existing labelling programs
such as Singapore’s Cyber Security Agency’s Cybersecurity Labelling Scheme for loT [17].
Cybersecurity education and awareness specific to products labelled by these programs and in
general as more consumers see these labels may increase the need for future research and
standardization that prioritize practical application of concepts and clear, direct guidance for
the community.

Our team’s primary goal with planning and executing the Design-A-Thon was to explore
effective approaches to digital product cybersecurity education and awareness, but the team
did have insights that did not fit into this core objective. First, the team observed that the
Design-A-Thon proved a useful mechanism to engage the teams on human-centered
cybersecurity concepts and may be helpful for a variety of age groups with different
educational backgrounds. For example, the Product Data Cards could be adapted for use in
middle or high school settings and can be a tool to engage a variety of groups of students on
cybersecurity topics (e.g., those interested in cybersecurity, graphic design, or education). A
Design-A-Thon may also be useful as a component to a larger project inside and outside of the
classroom setting. For example, teams could develop an original product idea over the course
of a semester, seeing its design through to the point of devising the cybersecurity education
and awareness approaches as our teams did at this event. Since these topics were not the focus
of our team’s effort, future work could explore these educational possibilities and support
educators in their use of Design-A-Thons and similar approaches to teach the next generation
of cybersecurity workers.
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Appendix A. Call for Participants

Designing Effective and Accessible Approaches for Digital
Product Cybersecurity Education and Awareness

A Design-A-Thon at

The Twentieth Symposium on Usable Privacy and Security (SOUPS)
Philadelphia, PA on August 11, 2024

Abstract: Efforts across the globe have kicked off to drive cybersecurity in digital products. Interest in digital
product cybersecurity is welcome, but technical considerations frequently take priority over non-technical
measures. Strong cybersecurity capabilities built into digital products can be weakened, circumvented, or ignored if
users are not aware of the capabilities or not well-versed in cybersecurity. User education and awareness has been
proposed to increase users’ knowledge of cybersecurity risks in digital products, communicate their role in securing
their products, and empower them to leverage product cybersecurity capabilities. However, education strategies
are not well reflected in guidance and standards. This design-a-thon will explore creating effective and accessible
education and awareness of cybersecurity for digital products, drawing together the decades of research and
expertise of the SOUPS community. The event will have teams propose, discuss, compare, and develop ideas and
strategies for informing customers and users of digital products about cybersecurity during the products’ lifecycle,
with a focus on solutions that have potential for long-term standardization. We encourage the community to think
outside the box to leverage their knowledge and expertise for approaches to communicating with individuals. After
the event, we will bring the findings to cybersecurity standards and guidance development.

Event Description: This design-a-thon will explore creating effective and accessible education and awareness of
cybersecurity for digital products, drawing together the decades of research and expertise of the SOUPS
community. Teams will develop an education and awareness strategy for example digital products (organizers will
provide one product per team) that can inform users about:

« The product’s cybersecurity capabilities;

« How to maintain the product during its lifetime and after the period of security support;

« How the product can be securely reprovisioned or disposed of;

« Vulnerability management options that could be leveraged by users; and

« Additional product cybersecurity information users may need to know.

Teams will document their strategies related to an example digital product assigned to each team. Descriptions of
these example digital products will also be provided to participants and will include information about the product:
what it is, what is does, how it works, who makes it, and cybersecurity capabilities and expectations. Products will
vary on features, manufacturer size and type, and target sector or use case. Participants will be encouraged to
think outside the box and leverage their knowledge and expertise to develop ideas and strategies for informing
users of the digital products about product cybersecurity, as highlighted above. We will then come together to see
what we can learn from the designs and experience of the teams during the exercise.

Register for this event by emailing iotsecurity@nist.gov.

event page: https://www.nist.gov/news-events/external-events/soups-2024-
design-thon-designing-effective-and-accessible-approaches

Ej More information about this event and how to participate can be found at our

Organizers: Michael Fagan, Barbara Cuthill, Julie Haney, and Daniel Eliot, National Institute of
Standards and Technology (NIST)

Fig. 10. The Call for Participants used to inform potential attendees about the Design-A-Thon.
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Appendix B. Mock Product Data Cards

I-!eatwave Connected Fire Monitoring System”

%

Target Market: Building and facility management
companies

Product Composition: Smoke and heat sensors wirelessly
connected to monitoring dashboard within building
management system app. Integrates with sprinkler
system sensors and controls.

Acquired From: Integrators and installers of building
management systems.

%

Primary Features: This product collects signals from heat and smoke detectors in a monitoring
dashboard which sends alarms to building managers if smoke or heat is detected. If the smoke
or heat is above threshold values, sprinkler systems and fire alarms are automatically
triggered. Sensors, alarms, and other components are connected wirelessly to the system,
allowing for customers to update their systems without costly rewiring for data connections.

Lifecycle Information: The product is added to a building management system and installed
by professional technicians and integrators. Heat and smoke detection sensors in each room
and hallway are connected to building wiring to recharge batteries as needed. The sensor
network and related dashboard app must be transferred to a new owner or manager of the
building when appropriate.

Data Protection and Access Control: Data sent from the sensors to the backend platform uses
encryption to protect the data in transit. Data is then sent from the backend to the building
management system for display on the dashboard and triggering the sprinkler system or fire
alarms if appropriate. Access to data stored by the building management system or backend is
controlled so that only authorized users can view the details. Fire alarms that trigger sprinkler
systems are displayed publicly on building status signage. Administrative accounts are
established by installers and issued to those designated by building owners and require two-
factor authentication. Administrative accounts can be used to establish user accounts which
can view current data and data from the previous 90 days. Only administrative accounts can
view data older than 90 days. Access to the product is monitored via the backend where
sensor status and login attempts are logged.

Configuration Capabilities: The product can be configured to provide notifications and alerts
to the building management system and to building occupants if heat or smoke at certain
thresholds is detected. If the heat or smoke is above a second threshold, sprinklers and fire
alarms are triggered for a set range of building spaces. Sensors can be configured to connect
to one Wi-Fi network upon initialization or reinitialization. Access to data stored in the
backend or mobile application can be configured for specific types of users. For example, a
building occupant can only see the data collected from the spaces they lease. Notice of
software update for the system is provided at least one week in advance since the system will
be unavailable for up to one hour while software maintenance is completed.

How Customers Can Be Reached: Installers and integrators provide customer information to
the fire monitoring system supplier who provides updates to the system and maintains
information on its website for building management companies working with the system.

*Disclaimer: This is NOT a real product. This mock-up was created by NIST for the SOUPS 2024 Design-a-Thon.

Fig. 11. Technical and cybersecurity information for a mock fire monitoring system product.
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SafeCo®s Outdoor Home Security System’”

%

Target Market: Homes, small and enterprise businesses

Product Composition: Smart security camera devices,
Motion sensor device, Entry sensor devices, Keypad
device, Base station device, Backend, Mobile
Application

Acquired From: Retail vendors, national and local home
security companies, home automation system
vendors

%

Primary Features: This praduct provides outdoor home security monitoring and alerting based

on user input and settings. The base station is a central communication hub between the

sensors and the mobile application and can also emit a siren when home entry points are
breached. Users can activate the system via the keypad or mobile application. They can also
view real-time video and other sensor data in the mobile application. Users have the option of

paying for a third-party security monitoring service, which can call the police in the event a

home security breach is detected by the security system. The product can share and receive

data from other home/office automation loT products made by SafeCo and other
manufacturers that support the product’s protocol.

Lifecycle Information: The user or a technician installing the security system can add system
components to the network. Users can set software updates to either automatic or manual in
which the owner must accept and apply the update in the mobile application. The owner can
wipe all data from and reinitialize the devices using the mobile application, allowing the
devices to be disposed of or used by a new owner.

Data Protection and Access Control: Data sent between the monitoring devices, base station,
keypad, and mobile application and backend are encrypted to protect the data in transit.
Access to data stored by the mobile application or backend is controlled so that only the
mobile application can access its data in the mobile device environment (i.e., other
applications cannot access its data) and only the data owner can access the data related to
their security system. Both the mobile application and backend provide the owner with a
method to allow other users to access the data associated with the security system. Access to
the product is monitored via the mobile application or backend where use of the security
system as well as failed and successful attempts to log into the backend are logged.

Configuration Capabilities: Users can configure the security system’s schedule, alerts, and
activation using the mobile application. Users can configure connection to one Wi-Fi network
upon initialization or reinitialization as well as access to and retention of data stored in the
backend or mobile application via those components.

How Customers Can Be Reached: Each product ships with a printed user manual. A digital
version of the manual is available on the manufacturer’s website. The manufacturer also
partners with a third-party security monitoring center that can contact owners. Owners will
have an account created with a registered email to access the backend and an instance of the
mobile application that can receive push notifications.

*Disclaimer: This is NOT a real product. This mock-up was created by NIST for the SOUPS 2024 Design-a-Thon.

Fig. 12. Technical and cybersecurity information for a mock home security system product.
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SEeCIear@"s Smart Portable Wireless Projector”

%

Target Market: Small and enterprise businesses, K-16
school systems, consumer home entertainment.

Product Composition: Smart projector device, Backend,
Smartphone Application

Acquired From: Retail vendors, enterprise automation
system vendors

%

Primary Features: This portable smart projector enables high-quality presentations and
entertainment by combining cutting-edge video display technologies with the ability to
integrate its features with mobile devices, home or work networks, and streaming content
services. The projector includes 3GB of memory and 16GB of storage and comes with its own
app store. The product pairs with common voice activation services on the market today,
enabling consumers to use voice commands to adjust brightness, volume, or turn the projector
on and off. The product has built-in Wi-Fi and Bluetooth, enabling consumers to turn their
smartphone or laptop into the projector’s remote control and mirror their device screens. The
device also has USB and HDMI inputs.

Lifecycle Information: The product is added to the network directly by the user. The product’s
software package enables network managers to set up, manage, and monitor the projector as
a managed device. Software updates will require the owner to accept and apply the update in
the mobile application. The projector can be restored to factory default settings using the
advanced settings in the mobile application. Manufacturer updates are available for 2 years.

Data Protection and Access Control: The product’s screen mirroring and wireless presentation
capability relies on the network transmitting data from a user’s device over the Wi-Fito a
receiver attached to the projector. Data sent from the projector to the mobile application and
backend uses enterprise-level AES-128 bit encryption. The device comes with a manufacturer’s
password. Users can create a unique device password to restrict access. To use the voice text
input function and the search function, consumers must consent to provisions allowing third
parties to collect and use consumer voice data. The projector can communicate data with
network managers, such as: projector power on/off conditions, lamp life, display settings, how
many devices are connected to it, and whether the device is currently being used.

Configuration Capabilities: The product can be configured to connect to any Wi-Fi network.
Multiple devices can be configured to connect to the projector at the same time. The product
comes with standard apps that cannot be removed, and the consumer can add/remove
additional apps via the built-in app store to connect to their cloud storage services,
organizational productivity tools, favorite streaming services, or gaming platforms.

How Customers Can Be Reached: The product’s packaging includes a printed user manual. A
digital version of the user’s manual can be found on the manufacturer’s website. The
manufacturer also has a dedicated customer support hotline.

*Disclaimer: This is NOT a real product. This mock-up was created by NIST for the SOUPS 2024 Design-a-Thon.

Fig. 13. Technical and cybersecurity information for a mock wireless projector product.
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Co/?ICo@"s Internet-Connected Smart Thermostat®

%

Target Market: Homes, small and enterprise businesses

REN\OTE HOME CONTROL
1 S Product Composition: Smart thermostat device, Backend,

Smartphone Application

CO MODE Acquired From: Retail vendors, national and local air-
$29°C ORMAL conditioning and heating installation and servicing
L]

. companies, home automation system vendors
FF
%

Primary Features: This product sends control signals to air-conditioning and heating systems
based on user input and settings. Users can set date or time triggers, as well as triggers related
to external temperatures ascertained from the internet based on the known location of the
product. It also records and displays air-condition and heating system usage data via the
mobile application or a web-browser connected to the backend. The product can share and
receive data from other home/office automation loT products made by CoolCo and other
manufacturers that support the Connect protocoal.

Lifecycle Information: The product is added to the network either directly by the user or by a
technician installing an air-conditioning/heating system or a larger home automation system.
The thermostat needs the mobile application to send the network information (e.g., SSID).
Software updates for the thermostat will require the owner to accept and apply the update in
the mobile application. The owner of the thermostat can wipe all data from and reinitialize the
device using the mobile application, allowing the device to be disposed of or used by a new
owner.

Data Protection and Access Control: Data sent from the thermostat to the mobile application
and backend uses encryption to protect the data in transit. Access to data stored by the mobile
application or backend is controlled so that only the mobile application can access its data in
the mobile device environment (i.e., other applications cannot access its data) and only the
data owner can access the data related to their thermostat. Both the mobile application and
backend provides the owner with a method to allow other users to access the data associated
with the thermostat. Access to the product is monitored via the mabile application or backend
where use of the thermostat as well as failed and successful attempts to log into the backend
are logged.

Configuration Capabilities: The product can be configured to call for air-conditioning or
heating if certain conditions are met. It can be configured to connect to one Wi-Fi network
upon initialization or reinitialization. Access to data stored in the backend or mobile
application can be configured via those components.

How Customers Can Be Reached: Each product ships with a slip of paper containing basic
setup instructions and directs customers to a digital version of a full manual hosted on the
manufacturer’s website. The manufacturer hosts this and additional support information and
tools on a special section of their website. Owners will have an account created with a
registered email to access the backend and an instance of the mobile application that can
receive push notifications.

*Disclaimer: This is NOT a real product. This mock-up was created by NIST for the SOUPS 2024 Design-a-Thon.

Fig. 14. Technical and cybersecurity information for a mock internet-connected thermostat product.
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. ’ *
Brighter Play®’s Smart Teddy Bear
— _ -
NEW!
Target Market: Families and children, childcare centers,
e P ° schools
o Product Composition: Smart toy device, Backend, Mobile
Tr—— Application
{ Acquired From: Retail vendors
Eag a : T %

Primary Features: This product is a toy for children ages 2-4. It provides audible reminders, for
example, when it is time to brush teeth, eat breakfast, or go to bed. The product can also play
pre-programmed stories when a button on the right paw is pressed and play songs when the
left paw is pressed. Reminders, stories, and songs can be configured by adults on the mobile
application.

Lifecycle Information: The product is added to the network directly by the user. The toy needs
the mobile application to send the network information (e.g., SSID). Software updates for the
product are automatic, with an update completed notification pushed to the mobile app after
update installation. Recall and safety notifications are both pushed to the mobile application
and sent to the owner’s registered email address. The owner of the toy can wipe all data from
and reinitialize the device using the mobile application, allowing the device to be disposed of
or used by a new owner.

Data Protection and Access Control: Data sent from the toy to the mobile application and
backend uses encryption to protect the data in transit. Access to data stored by the mobile
application or backend is controlled so that only the mobile application can access its data in
the mobile device environment (i.e., other applications cannot access its data) and only the
data owner can access the data related to their toy. Both the mobile application and backend
provides the owner with a method to allow other users to access the data associated with the
toy. Access to the product is monitored via the mobile application or backend where failed and
successful attempts to log into the backend are logged.

Configuration Capabilities: Users can configure the toy to set reminders or play selected
stories and songs. Users can configure it to connect to one Wi-Fi network upon initialization or
reinitialization, including when the toy changes location, as well as access to data stored in the
backend or mobile application.

How Customers Can Be Reached: Each product ships with a printed user manual. A digital
version of the manual is available on the manufacturer’s website. Owners will have an account
created with a registered email to access the backend and an instance of the mobile
application that can receive push notifications.

*Disclaimer: This is NOT a real product. This mock-up was created by NIST for the SOUPS 2024 Design-a-Thon.

Fig. 15. Technical and cybersecurity information for a mock children’s toy.
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Appendix C. NIST Introductory Presentation Slides

NATIONAL INSTITUTE OF
STANDARDS AND TECHNOLOGY
U.S. DEPARTMENT OF COMMERCE

Designing Effective and Accessible
Approaches for Digital Product
Cybersecurity Education and Awareness

Design-A-Thon at The Twentieth Symposium
on Usable Privacy and Security (SOUPS)

N

& August 11, 2024

© Pphiladelphia, PA

Certain commercial entities, equipment, or materials may be
identified in this document in order to describe a procedure or
concept adequately. Such identification is not intended to
imply recommendation or endorsement by NIST, nor is it
intended to imply that the entities, materials, or equipment
are necessarily the best available for the purpose.
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Q—i; NIST developed working definitions for

O loT products & devices to support our work

An loT product is an loT device and any additional product components
that are necessary to using the loT device
beyond basic operational features.
NIST IR 8425/

An loT device has...
At least one transducer for At least one network interface for
interacting directly with the & interfacing with the digital world
physical world (e.g., Ethernet, Wi-Fi, Bluetooth, ...)
(e.g., a sensor or actuator)
\ N.'ST.'Rszsy

The IR 8259 loT Device definitionis utilized in U.S. Public Law 116-207, loT Cybersecurity Improvement Act of 2020

@é; Background and Overview

Profile of the loT Core Baseline for Consumer loT Products
(September 2022)

Defines Consumer loT product scope:
* loT Device(s), plus any mix of: —
* Specialty hardware (e.g., gateway) kel
* Companionapplications (e.g., mobile app) E

* Backend support(e.g., cloud services)
Profiles IR 8259A/B Core Baselines M,

Product
Definition
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%L Background and Overview

Core Baselines Profile

Asset
Identification

Product Documentation =
Configuration i
| @  Information | -
Data & Query
Protection Reception ©
Interface Information 7 -
Access o —
Control L |
Product
Software Education &
Update Awareness

Cybersecurity
State Awareness

ST Intornsl Roport
BT 0423

Profile of the IoT Care Baseline for
nsumer loT Products

NN/

3[j0id JaWnsuoy
Ytk

IR 8259A
IR 8259B

k 10T Product Manufacturers

Wl NIST’s 10T Cybersecurity Baseline

(1]
@ Asset Identification

@ Product Configuration Documentation

Data Protection ﬁ

Information & Query
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Product Education & Awareness

Product Education & Awareness:
Cybersecurity Utility

IR 8425: Customers will need to be informed about how to securely use
the device to lead to the best cybersecurity outcomes for the customers
and the consumer loT product marketplace.

* Support customers and others in the secure use and safeguarding of
loT devices and associated systems, software, and hardware.

* Supports secure provisioning and on-going cybersecurity report
* Assists customers in dealing with complexities of cybersecurity

* Can help reduce the number of occurrences and related severity of
loT device compromises, thwart attacks against the devices, and
reduce the number of vulnerabilities that are exploited and lead to
compromised devices.
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@Product Education & Awareness:

Outcome Statement NST

IR 8425: The loT product developer creates awareness of and educates
customers and others in the loT product ecosystem about cybersecurity-
related information (e.g., considerations, features) related to the loT
product and its product components.

Sub-Outcomes:

1. The loT product developer creates awareness and provides
education targeted at customers about information relevant to
cybersecurity of the loT product and its product components,
including product cybersecurity capabilities, maintenance,
reprovisioning / disposal, vulnerability management, ...

P E ' .
@ roduct Education & Awareness NIST

IR 8259B Background

Education & Awareness: The ability for the manufacturer and/or
supporting entity to create awareness of and educate customers and
others in the 10T device ecosystem about cybersecurity-related
information, considerations, features, etc. of the loT device.

Common Actions: Educate customers about
Presence and use of cybersecurity capabilities
Secure reprovisioning / disposal

Customer responsibilities

Key cybersecurity assumptions and expectations
Data backup

g bk W N

Vulnerability management options
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%L Examples

Model Number:

@ TP-Link Community

@ Contact Technical Support

Quick solutions

Devices & Content

@ Replacement & Warranty

@ TP-Link Emulators
Compatibility List
@ GPL Code Center

%f Examples

Reset Your Kasa
Wi-Fi Secuf
Camera

Pow @k

Insert an SD Card
ta Your Ka:
Security C:

Poe @i

How to Reset Your Kasa Wi-Fi

Security Camera: KC105, EC60.

KC400, KC401

Dawnisading o Recorded Ciip
on aKasa Camera

How to Download a Recorded
Clip from a Kasa Camera

How to Insert an SD Card to Your
Kasa Wi-Fi Security Camera:
KC105, EC80, KC400, KC401

Quick Tips - Adjusting the Video
Quality of a Kasa Camera

win | gy osa

Quick Tips - Installing a MicroSD
Card in an Indoor Kasa Camera

Lapp | O

Deliver books, apps to
your device

Digital Purchases
View purchased books
& apps

Your Subscriptions
Edit payment info

1-Click Settings
Change your address
Digital & Device

Forum
Ask the community

Contact Us

https://support.google.com/googlenest/answer/9248184?hl=en#zippy=

https://www.samsung.com/us/about-us/digital-responsibility/cybersecurity/

https://www.boschsecurity.com/xc/en/support/product-security/
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%f Goals for Today NIST

Develop a plan for cybersecurity education and awareness for
your assigned product that can communicate key information
to users effective and support their secure use of the product.

Information about the product is provided on your team’s
Product Data Card. Please feel free to think beyond what is
stated about the product!
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%ﬂn Brainstorm!

The Product Data Cards provides information

Some gu , d I ng ques tiO ns: about users, but teams should consider other

information that may be pertinent such as

* Who are the users of the product? wnether they will create a global plan or one

focused on one region or nation.

* What cybersecurity information does the user need and
when do they need it?

* Arethere any aspects of the product that may complicate
communicating with the user about cybersecurity? Are
there any aspects of the product that can support
communicating with the user about cybersecurity?

* What are methods of communication that could enable

successful communication about cybersecurity?
Feel free to think beyond what is noted on the Product Data Cards and pitch other modes
of communication you think might be best for the product or particular information.

@éf Hone Ideas!

Begin organizing your ideas into a cybersecurity education
and awareness plan for your product.

Additional brainstorming and new ideas are welcome!

Teams should ensure that they have assembled their ideas
into an initial plan for cybersecurity education and awareness
by the end of this session.
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t%gl Finalize Ideas!

Time to finalize your education and awareness plans for your
product and prepare to present to the group.

You can also execute on your plan! Mock-ups, samples, user
narratives, and whatever else you think best communicates
your ideas are encouraged and welcomed.
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